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ABSTRACT

Consideringtheever-growingubiquityoftechnology,thereisanassociatedgrowthinthepossibilityof
digitaldevicesrelatedtoacriminalinvestigationorcivillitigation.Asthevarietyofdigitaldevicesis
increasing,thestoragecapacityofeachisalsorisingexponentially.Duetothevariedandlargevolumes
ofdataproduced,lawenforcementagencies(LEAs)worldwidearefacingasignificantbacklogof
cases.Thishasculminatedinsignificantdelaysindealingwithcasesthaturgentlyrequiredigital
forensicinvestigations(DFIs).Itisofparamountimportancethatnewresearchapproachesbeadopted
toaddresssuchchallenges.Thisarticleevaluatestheexistingsetofcircumstancessurroundingthe
fieldofdigitalforensics(DF).ThearticleprovidestwoimportantcontributionstothefieldofDF;it
identifiesandanalysesthemostimportantmid-andlong-termchallengesthatneedtobeconsidered
byLEAs.Italsoproposesimportantspecificfutureresearchdirections,theundertakingofwhich
canassistLEAsinadoptinganewapproachtoaddressingthesechallenges.
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1. INTRODUCTION

Overthepastfewyears,technologyhasbecomeprevalentinmanyaspectsofdaytodaylife.we
havewitnessedrapidadvancementsinInformationandCommunicationTechnology(ICT)features.
Technologiessuchascommunicationnetworks,mobiledevices,InternetofThings(IoT)solutions,
Cloud-Based Services (CBSs), Cyber-Physical Systems (CPSs) have brought many benefits to
technologicallyadvancedsocieties(Montasari&Hill,2019;Montasari,2017b;Caviglioneetal.,
2017;Pichanetal.,2015).Asa result,commercial transactionsandgovernmentalserviceshave
rapidlygrown, revolutionising the lifestylesofmany individuals living in these societies.While
technologicaladvancementsundoubtedlypresentmanyadvantages,atthesametimetheyposenew
cybersecuritythreats(Jahankhanietal.,2014),whichhavesignificantimpactsonavarietyofdomains
such asgovernment systems, enterprises, ecommerce, onlinebanking, and critical infrastructure
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(Hosseinian-Faretal.,2017).AccordingtoanofficialsurveyconductedbyTheOfficeforNational
Statistics(BBC,2017),therewereanestimated3.6millioncasesoffraudandtwomillioncomputer
misuseoffencesinayear.

Someofthechallengesresultingfromsuchtechnologicaladvancementsinclude,butarenot
limitedto:highvolumeofdata,heterogeneousnatureofdigitaldevices,advancedhardwareand
softwaretechnologies,anti-forensictechniques,videoandrichmedia,wholedriveencryption,wireless,
virtualisation,liveresponse,distributedevidence,borderlesscybercrimeanddarkwebtools,lack
ofstandardisedtoolsandmethods,usabilityandvisualisation.ThedeploymentofIPanonymityand
theeasewithwhichindividualscansignupforacloudservicewithminimuminformationcanalso
posesignificantchallengesinrelationtoidentifyingaperpetrator(Caviglioneetal.,2017;Lilliset
al.,2016;Chenetal.,2012;Ruanetal.,2011;Cameron,2018).Asaresult,thenumberofcasesthat
necessitateDFIsareontherise,culminatinginthecreationofabacklogofcasesforLEAsworldwide
(Montasari,2016a;Montasari,2016c).Withoutaclearplantofacilitateresearcheffortsthatextendone
another,forensicresearchwilllagbehind,toolswillbecomeoutdated,andlawenforcements’products
willbeincapableofrelyingontheresultsofDFanalysis(Garfinkel,2010;Montasarietal.,2019).

Inrecentyearstheareaofdigitalforensicshasattractedinterestfromresearchers,withnotable
surveyandpositionpapersbeingpublished.Onerecentpositionpaper(Watson&Dehghantanha,
2016)statesthehigh-levelchallengesassociatedwithpreformingdigitalforensicsonIoTdevices.
TheauthorsfocustheirattentiononthelocationandinabilitytoextractmeaningfuldatafromIoT
devices.However, theyprovidelittleinformationonwhatthefuturedirectionofthisfieldmight
be,whichcouldforexample,includeIoTproducersaccommodatingforensiccapabilitiesfromthe
designstageofthetechnology.Inanotherstudy,theauthorsfocustheirattentiononsuggestingfuture
challengeswithinSmartInfrastructure,whichincludesIoTdevices(Baigetal.,2017).IoTforensic
canberelatedtodata,serviceand/orarchitecturefusion.Sometimesfusionwithotherdataandusers
iscommon.Innovativesolutions/recommendationsarerequiredtoresolvesomeoftheknownexisting
issues(Kuoetal.,2018).Thepaperprovidesacomprehensivespeculationastothethreatsfacing
SmartInfrastructureandhowdigitalforensicsmightbeperformed.

Awidelycitedkeysurveypublishedin2010(Garfinkel,2010)providesfutureparadigmsof
research,andalthoughrelevant,changingITpatternshaveresultedintheneedforthissubjecttobe
revised.Forexample,inthepositionpaper,futureresearchdirectionsarepresentedandjustified.
Theseareasare:1)modulization;2)alternativeanalysismechanisms;3)scaleandvalidation;4)
abstraction.Directions1,2,and3havedemonstratedtobetrueandareasofcontinuingresearch;
however,direction4(abstraction)issomewhatunderstatedandprematuretotheneedsofcurrent
digital forensics.Although, there isclearlyaneed toabstract theforensicchallengeandmake it
easier,quickerandmorereliablefortheinvestigator,theintroductionofIoTdeviceshasresultedin
theabsenceoflow-leveltechniquesandprocessesforforensicacquisition.Thisthereforemotivates
theperusalofIoTforensicsisaprecursortoabstraction.

Therefore, in lightof thediscussionabove, it isofparamount importance thatnewresearch
approachesbeundertakentoaddresstheaforementionedchallenges.Tothisend,weevaluatethe
existingsetofcircumstancessurroundingthefieldofDF.Ourresearchstudymakestwoimportant
contributionstothefieldofDF.First,itanalysesthemostdifficultmidandlong-termchallengesthat
needtobeconsideredbyLEAs.Second,itproposesimportantspecificfutureresearchdirections,
theundertakingofwhichcanassistLEAsinadoptinganewapproachtoaddressingsuchchallenges.

2. CHALLeNGeS

The current states of DF encounters numerous challenges, from both ethical and technological
perspectives.AsthefieldofDFcontinuestoevolve,itsdevelopmentisseverelychallengedbythe
growingpopularityofdigitaldevicesandtheheterogeneoushardwareandsoftwareplatformsbeing
utilised(Caviglioneetal.,2017).Forinstance,theincreasingvarietyoffileformatsandOSshampers
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thedevelopmentofstandardisedDFtoolsandprocesses(Montasari&Hill,2019).Furthermore,
theemergenceofsmartphonesthatincreasinglyutiliseencryptionrenderstheacquisitionofdigital
evidenceanintricatetask.Khanetal.(2016)conductedadeepSWOTanalysisforallIoTforensic
adoption,cases,serviceswithaviewtoenhanceawarenessofchallengesandsituationsforbusinesses
andallstakeholdersinvolved.IoTforensicandprivacyassessmentisofagreatimportanceincertain
industriesinwhichsensitivedataarebeinghandled.Aninstanceofsuchindustriesincludeshealthcare;
Yangetal.(2019)haveproposedsolutionstoaddresssomeofsuchchallenges.

2.1. Cloud Forensics
Inallcircumstancesimplicatingcloudserviceanddeploymentmodels,thecloudcustomerencounters
issuesinrelationtodecreasedaccesstoforensicdatabasedonthecloudmodelthatisimplemented
(Baigetal.,2017;Chenetal.,2012).Forinstance,IaaSusersmightenjoyrelativelyeasyaccessto
alldataneededforforensicinvestigation,whereasSaaScustomersmighthavelittleornoaccessto
suchdata(Jahankhani&Hosseinian-Far,2015).Lackofaccesstoforensicdatadenotesthatthecloud
customerswillhavelittlecontrol(ornocontrol)orevenknowledgeofwheretheirdataisphysically
located.Cloudcustomersmightonlybeabletospecifythelocationoftheirdataatahigherlevelof
abstraction,typicallyasavirtualobjectcontainer.ThisisduetothefactthatCLSsdeliberatelyhide
theactuallocationofdatainordertoassistdatamovementandreplication(Lukan,2014).Moreover,
thereisalackofthetermsofuseintheServiceLevelAgreementsinordertofacilitateforensic
readinessinthecloud.ManyCSPspurposelyavoidofferingservicesorinterfacesthatwillassist
customersincollectingforensicdatainthecloud.Forexample,SaaSprovidersdonotprovideIP
logsorclientsaccessingcontent,whileIaaSprovidersdoprovidecopiesofrecentVirtualMachine
statesanddiskimages.Thecloudasitoperatesnowdoesnotoffercustomerswithaccesstoallthe
relevantlogfilesandmetadataandlimitstheirabilitytoaudittheoperationsofthenetworkutilised
bytheirproviderandconductrealtimemonitoringontheirownnetworks.

Inrelationtothestaticandliveforensicswithinthecloud,thepropagationofendpoint,particularly
mobileendpoints,isoneofthemajorchallengesfordatadiscoveryandevidenceacquisition.The
largenumberofresourcesconnectedtothecloudmakestheimpactofcrimesandtheworkloadof
investigationevenlarger(Ruanetal.,2011).Constructingthetimelineofaneventneedsaccurate
timesynchronizationwhichisvitalinrelationtotheauditlogsemployedassourceofevidencein
theinvestigations(Jahankhani&Hosseinian-Far,2015).Accuratetimesynchronizationisoneofthe
majorissuesduringnetworkforensics,anditisoftenaggravatedbythefactthatacloudenvironment
needstosynchronizetimestampsthatisinharmonywithdifferentdeviceswithindifferenttimezones,
betweenequipment,andremotewebclientsthatincludenumerousendpoints.Theusageofdisparate
logformatsisalreadyanissueintraditionalnetworkforensics.Theissueisaggravatedinthecloud
becauseofthelargevolumeofdatalogsandthepervasivenessofproprietarylogformats.Researchers
aredevelopingmechanismstoautomaticallyestablishknowledgefromeventlogs,includingtheuseof
machinelearningtechniquestoestablishcorrelation(Parkinsonetal.,2017).However,keychallenges
existinthescalabilityofsuchtechniquestothelargeamountsofdatagenerated.Forexample,one
commercialITinfrastructurecangeneratebillionofeventsper24-hourperiod.

Analogoustootherbranchesofforensics,deleteddatainthecloudisconsideredasavitalpiece
ofartefact.Thecustomerwhocreatedadatavolumeoftenmaintainstherighttomodifyandremove
thedata.Whenthecustomerremovesadataitem,thedeletionofthemappinginthedomainbegins
immediatelyandistypicallycompletedinseconds(Ruanetal.,2011;Cameron,2018).Afterthat,
thereisnowaytoaccesstheremoveddataremotely,andthestoragespace,havingbeenoccupiedby
thesaiddata,becomesavailableforfuturewriteoperations,anditispossiblethatthestoragespace
willbeoverwrittenbynewlystoreddata.However,someremoveddatamightstillbepresentina
memorysnapshot.Therefore,thechallengeistorecoverthedeleteddata,identifytheownershipof
thedeleteddata,andemploythedeleteddataforeventreconstructionpurposesinthecloud.
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Concerningevidencesegregationinthecloud,thevariousinstancesofvirtualmachinesrunning
onthesamephysicalmachineareisolatedfromeachotherviavirtualization.Theinstancesaretreated
asiftheywereonseparatephysicalhosts,andassuch,theywillhavenoaccesstoeachotherdespite
beinghostedonthesamemachine(CSA,2009).Customerinstancesdonothaveaccesstorawdisk
devices,insteadtheyhaveaccesstovirtualizeddisks.Technologiesemployedforprovisioningand
deprovisioningresourcesareconstantlybeingupdated(Jahankhani&Hosseinian-Far,2015;CSA,
2009).CSPsand lawenforcementagenciesoften faceachallenge to segregate resourcesduring
investigations without violating the confidentiality of other tenants that share the samephysical
hardware,whilealsoensuringtheadmissibilityoftheevidence(Lukan,2014).Anotherchallengeisthat
theeasy-to-usefeatureofcloudmodelsfacilitatesaweakregistrationsystem.Thismakesanonymity
easierwhichenablescybercriminalstohidetheiridentitiesandmoredifficultforinvestigatorsto
detect and traceperpetrators.CSPsemployencryption inorder to segregatedatabetweencloud
customers.However,whenthisfeatureisnotavailable,customersareoftenencouragedtoencrypt
theirsensitivedatabeforeuploadingittothecloud(Ruanetal.,2011).Therefore,itissuggested
thatthesegregationmustbestandardizedinSLAsandaccesstocryptographickeysmustalsobe
formalizedconsistentwithCSPs,consumersandlawenforcementagencies.

Furthermore,virtualisationwithinthecloudenvironmentsposesseveralchallenges.Forinstance,
malwareandhackerattackshaveagrowingimpactonvirtualisedsystems.Moreover,cloudcomputing
providesdataandcomputingpowerredundancybyduplicatinganddistributingresources.Many
CSPsdothisbyemployingdifferentinstancesofacloudcomputerenvironmentwithinavirtualized
environment,witheach instance runningasa stand-alonevirtualmachine that ismonitoredand
maintainedbyahypervisor(Jahankhani&Hosseinian-Far,2015).Thisdenotesthatattackerscan
targetthehypervisoranddoingsosuccessfullyprovidesthemwithfreecontroloverallthemachines
beingmanagedbyit.However,atthesametime,thereisalackofpolicies,techniques,andprocedures
onthehypervisorlevelthatcouldassistCFIsinconductingcloudforensicinvestigations.Another
challengepresentedisthelossofdatacontrol.Datamirroringovermultiplemachinesinvarious
jurisdictionsandthelackofclear,real-timeinformationaboutdatalocationspresentschallengesin
forensicinvestigations(Catteddu,2010).Moreover,aCSPcannotofferanexactphysicallocationfor
apieceofdataacrossallthegeographicalregionsofthecloud.Also,thedistributednatureofcloud
computingnecessitatesrobustinternationalcooperation,particularlywhenthecloudresourcestobe
seizedarelocatedaroundtheworld(Ruanetal.,2011;Lukan,2014).

2.2. Internet of Things (IoT) Forensics
Despiteitsmanybenefits,IoT-connecteddevicesposesignificantprivacyandsecuritychallengesas
thesedevicesandsystemscollectsignificantpersonaldataaboutindividuals.Asanexampleofprivacy
challenge,employerscanusetheiremployees’securityaccesscardstotrackwheretheyareinthe
buildingtodeterminehowmuchtimetheemployeesspendintheirofficeorinthekitchen.Another
examplerelatestosmartmetersthatcandeterminewhenoneishomeandwhatelectronicstheyuse.
Thisdataissharedwithotherdevicesandstoredindatabasesbycompanies.OtherinstancesofIoT
technologyareasthatposechallengestoforensicinvestigatorsincludewearables,UAVs,prototyping
microcontrollers,medicaldevices,sensornetworks,homeautomation,smartvehicles,3Dprinters,
connectedappliances,securitysystems,accesscontrolsystems,mobilephonesandsensornetwork
technologies(Watson&Dehghantanha,2016).

Arecentsurveyofsecuritychallengesfacingconnectedandautonomousvehicleshighlighted
forensics for the purposes of insurance to be a key challenge for the industry (Parkinson et al.,
2017).Forexample,vehicledatacanbeusedtodeterminedriverfaultinaccidents,throughgaining
acomprehensiveanalysisofwhatbothdriverandvehicleweredoingatthetime.Furthermore,the
surveyalsohighlighted thatvehicles forensicswillbenecessary inunderstandingaccidents that
occur involveentirelyautonomousvehicles.Onepaperperformsananalysisas to thevarietyof
informationavailablewithinvehicles,demonstratingthepotentialforitsuseinforensics.Thevehicle
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industryhasrecognisedthenecessityofvehicleforensics;however,duetothecomplexityoftheir
softwaresystems,itiswidelyattributedtorequiringsignificantresearchandinvestment.Current
literatureexistsprovidingframeworksforperforminganalysis,aswellasstudiesfocussedonspecific
challenges;however,duetotherapidtechnologicaldevelopmentsinthefield,itrequirescontinuous
updating(Parkinsonetal.,2017).

ThechallengesfacingvehicleforensicsareubiquitouswiththoseofIoTchallenges,andalthough
IoTusesthesamemonitoringrequirementssimilartothoseutilisedbycloudcomputing,itproduces
awider security attack surface than that createdby cloud computing.Examplesof cyberattacks
thatcanbecarriedoutonIoTdevicesinclude:interceptingandhackingintocardiacdevicessuch
aspacemakersandpatientmonitoringsystems, launchingDDoSattacksusingcompromisedIoT
devices,hackingorinterceptingIn-VehicleInfotainment(IVI)systems,andhackingvariousCCTV
andIPcameras.itposesmoresecuritychallengesresultingfromissuessuchvolume,varietyand
velocity.Furthermore,DFIsofIoTdevicescanbeevenmoredifficult thanthoseofcloud-based
investigationsduetotheconstantemergenceofnewanddiversedeviceswithvariedOSsaswellas
thedifferentnetworksandrelatedprotocols.Asaresult,morecomplexproceduresareneededfor
investigationofthesedevices.

IoTForensicsmustinvolveidentificationandextractionofevidentialartefactsfromsmartdevices
andsensors,hardwareandsoftwarewhichfacilitateacommunicationbetweensmartdevicesandthe
externalworld(suchascomputers,mobile,IPS,IDSandfirewalls),andalsohardwareandsoftware
whichareoutsideofthenetworkbeinginvestigated(suchascloud,socialnetworks,ISPsandmobile
networkproviders,virtualonlineidentitiesandtheInternet).However,extractingevidentialartefacts
fromIoTdevices ina forensically-soundmannerand thenanalysing them tend tobeacomplex
process,ifnotimpossible,fromaDFperspective.Thisisduetoavarietyofreasons,including:the
differentproprietaryhardwareandsoftware,dataformats,protocolsandphysicalinterfaces,spread
ofdataacrossmultipledevicesandplatforms,change,modification,lossandoverwritingofdata,
andjurisdictionandSLA(whendataisstoredinacloud).

Thus,determiningwheredata residesandhowtoacquiredatacanposemanychallenges to
DFEs.Forinstance,theDFanalysisofIoTdevicesusedinabusinessorhomeenvironmentcanbe
challenginginrelationtoestablishingwhomdatabelongstosincedigitalartefactsmightbeshared
ortransmittedacrossmultipledevices.Inaddition,duetothefactthatIoTdevicesutiliseproprietary
formatsfordataandcommunicationprotocols,understandingthelinksbetweenartifactsinbothtime
andspacecanbeverycomplex.AnotherchallengerelatedtotheDFIofIoTdevicesconcernsthe
chainofcustody.Incivilorcriminaltrial,collectingevidenceinaforensicallysoundmannerand
preservingchainofcustodyareofparamountimportance(Montasari,2017c;Montasarietal.,2019;
Montasarietal.,2019;Montasari,2018;Montasari,2017a;Montasari,2016e).However,ownership
andpreservationofevidenceinanIoTsettingcouldbedifficultandcanhaveanegativeeffectona
court’sunderstandingthattheevidenceacquiredisreliable.

Furthermore,existingDFtoolsandmethodsusedtoinvestigateIoTdevicesaredesignedmainly
fortraditionalDFexaminingconventionalcomputingdevicessuchasPCs,laptopsandotherstorage
mediaandtheirnetworks.Forinstance,thecurrentmethodsutilisedtoextractdatafromIoTdevices
include:obtainingaflashmemoryimage,acquiringamemorydumpthroughLinuxddcommand
ornetcat,andextractingfirmwaredataviaJTAGandUARTtechniques.Moreover,protocolssuch
asTelnet,SSH,BluetoothandWi-FiaredeployedtoaccessandinteractwithIoTdevices.Likewise,
toolssuchasFTK,EnCase,Cellebrite,X-WaysForensicandWinHex,etc.andinternalutilitiessuchas
Linuxddcommand(forIoTdeviceswithOSssuchasembeddedLinux)areusedtoextractandanalyse
datafromIoTdevices.However,theforensicinvestigationofIoTdevicesnecessitatesspecialised
handlingprocedures,techniques,andunderstandingofvariousOSsandfilesystems.Additionally,
byusingconventionalComputerForensictoolstoconductIoTForensics,itwouldbehighlyunlikely
tomaintainachainofcustody,theadherencetowhichisrequiredbytheAssociationofChiefPolice
Officers(ACPO,2012;Montasarietal.,2015),concerningthecollectionofdigitalevidence.
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AnotherforensicchallengeencounteredbyDFPsrelatestothefilesystemsofIoTdevices.Ina
typicalDFcontext,DFPsoftenrunintocomputerandmobiledeviceOSswithaknownsetoffile
systems.However,IoTdevicescomewithdifferenttypesoffilesystemswhichareoftenunknown
toDFPs.ThisiswhilethereareveryfewforensictoolsavailabletoDFPsforparsingandextracting
datafromthesedevices.ExamplesofIoTdevicehackingcaninclude:interceptionofcardiacdevices
(suchaspacemakers,Patient/Infantmonitoringsystems),launchingDDOSattacksusingcompromised
IoTdevices,hackingintoIn-VehicleInfotainment(IVI)systems,hackingintovariousCCTVand
IPcameras.ComparedtothestandardDFacquisitionandanalysistechniques,IoTForensicsposes
significantchallengesduetotheheterogonousandcomplexnatureofIoTdevicesandIoTWare,
proprietarysoftwareandhardware,databeingspreadacrossmultipledevicesandplatforms,data
beingchanged,modified,andlost/overwrittenquickly,andalsojurisdictionandSLAconstraintswhen
dataisstoredinacloudoradifferentgeographiclocation.Althoughintheory,IoTForensicsisnot
differentfromstandardDFprinciplesandprocesses,itnecessitatesadistincthandlingprocedures,
techniques,andknowledgeofmultipleOSsandfilesystems.

OtherforensicchallengesposedbyIoTdevicesincludeissuessuchasavailability,authenticity
andnon-repudiationwhich are essential for forensically soundusedofdata (Lillis et al., 2016).
PersistencyofdataisalsoanotherchallengeposedbyIoTdeviceswhichtendtohavelimitedmemory
ornopersistentdatastorage.Consequently,anydatastoredforlongerperiodsislikelytobestored
inin-networkhubsortobetransferredtothecloudformorepersistentstorage.Asaresult,problems
associatedwithCloudForensics(asdiscussedinSub-Section2.1)willalsoberelevanttothefield
ofIoT.Althoughoverthepastfewyears,theresearchcommunityhavebeenexaminingIoTdevices
forthepurposesofforensics,theseworksarestillintheirinfancy.Therefore,inordertokeeppace
withthenewIoTdevices,IoTForensicsrequiresamulti-facetedapproachinwhichevidencecan
becollectedandanalysedfromavarietyofsourcessuchassensordevices,communicationdevices
andcloudstorage,etc.

2.3. Big Data and Backlog of Digital Forensic Cases
AnotherkeychallengethatthefieldofDFiscurrentlyfacingpertainstothesubstantialandcontinuing
increaseintheamountofdata,i.e.bigdata–bothstructuredandunstructured–acquired,storedand
presentedforforensicexamination.Thisdataiscollectedfromavarietyofsourcessuchascommon
anduncommonlocationsindigitaldevices(Montasari&Peltola,2015),networks,cloud,IoTdevices,
socialmedia,sensorsormachine-to-machinedata,etc. Inparticular, thischallenge isrelevant to
livenetworkanalysissinceDFEsareunlikelytoacquireandstorealltheessentialnetworktraffic
(Caviglioneetal.,2017;Cameron,2018).Thisgrowthindatavolumeis theconsequenceof the
ongoingadvancementofstoragetechnologysuchasgrowingstoragecapacityindevicesandcloud
storageservices,andanincreaseinthenumberofdevicesseizedpercase.Consequently,thishas
resultedinanincreaseinthebacklogofDFcasesthatareawaiting(oftenmanymonthsoryearsin
somecases)investigations.ThebacklogofDFcasesnecessitatinginvestigationhashadaseriously
adverseimpactonthetimelinessofcriminalinvestigationsandthelegalprocess.Thedelaysofupto
4yearsinperformingDFIsonseizeddigitaldeviceshavebeenreportedtohavesignificanteffecton
thetimelinessofcriminalinvestigations(Lillisetal.,2016;Montasari,2016a;Quick&Choo,2014).
Duetosuchdelays,someprosecutionshaveevenbeendischargedincourts.ThisbacklogofDFcases
ispredictedtoincreaseduetothemodernsourcesofevidencesuchasthoseofIoTdevicesandCBSs.

Toaddresstheaforementionedissues,i.e.the3Vsofthebigdata,including:volume,variety
andvelocity,researchershave,inrecentyears,proposedvarioussolutionsrangingfromdatamining,
datareductionanddeduplication(Quick&Choo,2014;Beebe&Clark,2005;Palmer,2001;Farsi
etal.,2019), triage(Montasari,2016c;Garfinkel,2010;Mislanetal.,2010;Caseyetal.,2009),
increasedprocessingpower,distributedprocessing(Roussev&Richard,2004),cross-driveanalysis
(Palmer,2001),artificialintelligence,andotheradvancedmethods(Beebe&Clark,2005).Despite
theusefulnessofthesesolutions,additionalresearchstudiesarerequiredtoaddressthereal-world
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relevanceoftheproposedmethodstodealwiththedatavolumethatgravelychallengesthefield
of DF. Therefore, it is of paramount importance to implement several practical infrastructural
enhancements to the existing DF process. These augmentations should cover elements such as
automation of device collection and examination, hardware-facilitated heterogeneous evidence
processing, data visualisation, multi-device evidence and timeline resolution, data deduplication
forstorageandacquisitionpurposes,parallelordistributedinvestigationsandprocessoptimisation
ofexistingtechniques.Suchenhancementsshouldbeintegratedtoassistbothlawenforcementand
third-partyprovidersofDFservicetospeeduptheexistingDFprocess.Theimplementationofthe
statedelementscansignificantlyassistbothnewandaugmentedforensicprocesses.

2.4. File System and encryption
Itischallenging,ifnotimpossible,toacquiredatafromencrypteddevices.Althoughencryptionis
notunbeatable,itnecessitateslargeamountoftime,skillsandresourcestobebypassed.Agrowing
numberofOSsfacilitatestheencryptionofthefilesystem.Despitethefactthatthisprovidesthe
legitimate end users with additional security and privacy, at the same time it poses significant
challengestoDFPs.Theextentofencryptedfilesystemsispredictedtogrowtothedegreethatthey
willultimatelybecome thedefaultapproach in future implementations.Furthermore, inorder to
conductforensicallysoundinvestigationsandpreservetheintegrityofdigitaldevicethathasbeen
seizedforforensicacquisitionandanalysis,DFPsarerequiredtoaccessthedeviceusingawrite-
blockeranduseforensictools(suchasFTK,EnCaseorCellebrite,etc.)tocreateforensicimages.
Thisforensicimageisthenutilisedtoexaminefiles,installedapplications,slackandunallocated
space,andswapfiles,etc.tosearchforfragmentsofdata.However,thegrowingnumberofdigital
devicesusedinacrimeandthevolumeofdatarendertheimagingandtheexaminationoftheimage
exceedinglytime-consuming.Furthermore,consideringthatdiskdrivesareincreasinglybecoming
largerindatastoragecapacity,ittakeslongertoacquirethemforsubsequentforensicanalysis.For
instance,imaginga1TBharddisk(HDD)cantakeapproximately20hours.Asaresult, thereis
ofteninadequatetimetocreateaforensicimageofthesuspectdigitaldeviceortoanalyseallofthe
dataonceitisdiscovered.Furthermore,DFPscannolongerremoveorimagestoragedeviceseasily
becauseofthegrowingpropagationofembeddedstorageandtheprevalenceofhardwareinterfaces
(Garfinkel,2010).Theplethoraofdifferenttypesofoperatingsystemsandfileformatsincreasesthe
requirementsandintricacyofdatamanipulationtoolsandthecostoftooldevelopment.Prevalence
indataencryptionpreventsDFPsfrombeingabletoprocessdataevenwhentheyareabletorecover
it(Garfinkel,2010;Casey&Stellatos,2008).Clouddatacannotbereadilyrecoveredasitisoften
broken into smaller chunks and saved on different servers beyond the reach of DFPs. Malware
placedintheRAMrequiresexpensiveRAMForensics.ThedepthofDFIcanberestrictedbylegal
challenges.Dataisoftenacquiredinanon-forensicallysoundmannerDFPs.Oneofthemethods
toaddressthisistocarryouttriagesalivesystem,whichenablesDFPstoextractevidencethatcan
behiddeninvolatiledigitalartefacts(suchasthecontentsofRAM,runningprocesses,oractive
networkconnections).Thisapproachisalsoessentialtopreventlosingevidentialdataconsidering
thatarebootcouldresultinencryptionofthefilesystemordeletionoftemporarydata.

2.5. Reverse engineering
Reverseengineeringistheprocessofdisassemblingandanalysingthebinaryofacapturedexecutable,
amalware, network trafficor other execution traces.Through this process, the reverse engineer
convertsthebinaryinstructionsofthemaliciousprogrammetocodemnemonicsinordertobeable
toestablishwhatthemaliciousprogrammedoes.Oneofthechallengesassociatedwiththereverse
engineeringprocessisthatitrequiresasignificantamountoftime.Furthermore,currentapproaches
cannotproperlyaddressemergingthreatsemployinganti-forensicsmethodssuchas:codeobfuscation,
datadestruction,datacontraception,datahiding,andmultistageloadingarchitectures(Caviglioneet
al.,2017).Evolvingstandardsofthereliabilityofdigitalevidencecanalsoposechallenges,suchas
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messagingoriginsfromIPaddressesoronlinedigitalphotographauthentication(Losavio&Keeling,
2014).Lackofskillsandcompetencyisalsoamajorconcern.Forinstance,individualshavebeen
wronglyconvictedofwrongdoingsduetotheinsufficientanalysisofdigitalforensicsevidence.As
aresult,thisdamagesthecredibilityandutilityofDFasadisciplineandjeopardizepunishingthe
innocent.AbsenceofstandardsforDFPsandquestionsastotheabilityandethicalbehaviourwithin
theDFproducetheirownchallenges(Elmaghraby&Losavio,2014;Losavioetal.,2018).These
challengesrelatetotheuseofdatafromdigitaldevices.

3. PARADIGMS FOR FUTURe STUDIeS

Asidentified,therearesignificantchallengesthatexistinthedigitalforensicfield.However,these
challengespresentopportunitiesfornewresearchindigitalforensics.Inthefollowingsection,these
challengesareused tomotivate futureparadigmsof further research,suggestingandprioritising
necessarykeyadvancements.

3.1. Cloud Forensics
Asolutiontopreserveandacquireclouddatainaforensicallysoundmanneristodevelopalibrary
ofDFmethodologies for thevariouscloudplatformsanddeploymentmodels (Martini&Choo,
2012;Montasari,2016b;Montasarietal.,2019;Montasari,2016d).Thereisalsoaneedfortechnical
knowledgeandmoreresearchintoinvestigationproceduresandrecoverymethodsonVMs(Limet
al.,2012).Itisimperativeforanewgenerationofforensictoolsandtechniquestobedevelopedin
ordertoaddressthelimitationsoftraditionalforensictoolswhenanalysingvirtualsystems.Oneof
thesetechniquescouldbeVirtualMachineIntrospection(VMI),thathascreatedthefoundationfor
anumberoforiginalapproaches(Xenproject,2019)withinthedomainsofbothcyber-securityand
digitalforensics.Inaddition,cryptographicverificationscanalsobeusedforauthenticatingdata
integrity incloud storagewhen implementedcorrectly.Furthermore, there is anurgentneed for
interdisciplinaryeffortswhichcanconnecttherequirementsandconceptsofevidencerisingfromthe
legalfieldtowhatcanbefeasiblyrecreatedandinferredalgorithmicallyorinanexploratorymanner
(Wolthusen,2009).Existingmethodologiesforincidenthandlingarefocusedoninfrastructuresand
operationalmodelsthatarebeingincreasinglyoutdatedbycloudcomputing.Therefore,newmethods
willneedtobedevelopedthatcanofferguidanceforcloudcustomersandCSPstowardseffective
incidenthandlinginthecloud(Grobauer&Schreck,2010).

OneapproachtodefendagainstRootkitinHypervisorattacks,thatcanstemfromVM-Level
susceptibilities,istoimplementarobustfirewallaswellasdeployinganeffectivesystemthatcan
vigorously monitor Instruction Detection System (IDS) and Intrusion Prevention System (IPS).
Anotherapproachtodefendagainsthypervisor-basedattackscanbetomakethehypervisorcodebase
morereactionarytoattacksbyembeddingauniqueself-protectionabilityinthehypervisorthatcan
offerlifetimecontrolflowintegrity.Furthermore,itmightbepossibletoeradicatethehypervisorattack
surfacebyfacilitatingtheguestVMsoperatingnativelyontheunderlyinghardwarewhilemanaging
thecapabilitytooperatevariousVMsatthesametime.Suchanapproachcouldpotentiallyconsistof
fourelements:(1)pre-allocationofprocessorcoresandmemoryresources,(2)useofvirtualizedI/O
devices,(3)slightchangestotheguestOStocarryoutallsystemdiscoverythroughoutbootup,and
(4)avoidingindirectionbylinkingtheguestvirtualtotheunderlyinghardware(Szeferetal.,2011).

Therefore, there will be no need for a hypervisor to assign resources dynamically, imitate
I/Odevices, support systemdetectionafterboot-up,ormap interrupts.Defencemechanisms for
hypervisorsshouldconcentrateonhypervisoraccuracy.Detailedinputauthentication,appropriate
trackingofcontextmodifications,completeinitializationofcontrolstructures,completedeletionof
sensitivedataonprocesstermination,andcompleteawarenessoftheunderlyinghardware’scapabilities
coulddecreasethehypervisor’sattacksurface.TheimitationofI/Oandnetworkingdevicesshows
tobethemainreasonforfailure.
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Therefore,hypervisorvendorsmustimplementasmallsetofsecureback-enddriversasopposed
toofferingalargenumberofvirtualdeviceswithoverlappingfunctionalitywhichcanbedifficultto
manage(Perez-Boteroetal.,2013).

AnotherdefencemechanismistosafeguardkernelfromanuntrustedmanagementOSthrougha
protectedvirtualizationarchitecturethatcanofferasecurerun-timeenvironment,networkinterface,
andsecondarystorageforaguestVM.Suchadefencemechanismcouldpotentiallymitigatethe
trustedcomputingbaseofsecurity-criticalguestVMs,resultinginenhancedsecurityinanuntrusted
managementenvironmentaswellasprovidingmoresecureremotecomputingservices(Jang-Jaccard
& Nepal, 2014). A different countermeasure can be to implement hardware-assisted monitoring
techniquesthatcanaccuratelyidentifythepresenceofrootkitswithinsecondsoftheirinstallationand
detectmaliciousalterationstoahost’skernelinordertosafeguardsoftwareintegrity.Ahardware-
assistedtamperingidentificationsystemcanalsobeimplementedasacountermeasuretosafeguard
the integrityofhypervisorsandoperatingsystems.Thisapproachcan takeadvantageofaspects
ofthemicroprocessor,SystemManagementMode(aCPUmodein86architecture),toobtainand
communicatethecompletestateofasecuremachinetoaremoteserver(scrutinisethehypervisor).
ThisapproachcanalsodeploytheSMMtoevadethehypervisorforintegritymeasurementpurposes,
thus,providingprotectionagainstmaliciousactivitiesthattrytoattackahypervisor.

Last,butnotleast,toolsandproceduresmustbedevelopedinordertoidentifyforensicdata
physicallywithspecific timestampswhileat thesame timeconsidering the jurisdictional issues.
Digitalforensicreadiness–orproactivemeasureswhichincludebothoperationalandinfrastructural
readiness – can significantly assist cloud forensic investigations. Examples include, but are not
limitedto,preservingregularsnapshotsofstorage,continuallytrackingauthenticationandaccess
control,andperformingobject-levelauditingofallaccesses.Recordingusers’activitytrailsinvirtual
machinesisalsoasignificantfactorsinceaVMcanfunctioninthesamewayasanactualphysical
systemdoes.OncetheinvestigatorsfindtracesofaVMonthehost,theymustanalysetheVMas
wellasthehostsystem.However,thelackofknowledgeofVMplatforms,theinvestigationprocess
isoftennotclear.Furthermore,itwouldbedifficulttoanalyseaVMifitisdamaged,forinstance,
duetothestructuralfeatures.

3.2. IoT Forensics
Consideringtheever-evolvingnatureofIoTdevices,uniquepracticemethodsandtechniquesare
requiredtoconductasuccessfulinvestigation.AstheCyberSecuritythreatlandscapecontinuesto
evolveandbecomecomplex,equallyDFPswillcontinuallyneedtoextendtheirskillsetstoaddress
thevarietyandcomplexityofIoTdevicestokeepupwithsuchanevolution.Thus,itisofparamount
importancetoconductnewstudiestosecuremission-criticalIoTapplications.Newsystemsthatuse
state-of-the-artsecuritymethodsandtechniquesareneededtobedeveloped.Anexampleof this
canbethedevelopmentofIP-compatiblesecurecommunicationsnetworksthatareappropriatefor
resource-constraineddevices.Suchsystemswouldnecessitatecareful,interconnected,system-wide
design,andskillednetworkengineerstoimplementandmaintainthem.Also,themajorityofIoT
technologieshavebuilt-inflashtorunasimpleformofOS(reducedversion)orreal-timeapplication
executables.Sincethesedevicesdonotmakeuseofconventionalharddrivesthatcanberemoved
orarenotrunningfullcomputerOSs,newmethodsneedtobedevelopedtoextractdatafromthese
devices.ToextractpotentialevidencefromIoTdevices,advanceddatarecoverymightbeneededto
bedeveloped.Forinstance,datastoredinwearabledevicesareofteninaccessible.Evenifdatacould
beextractedfromsuchdevices,itwouldbepossiblyencryptedorstoredinanon-standarddataformat
forwhichaviewerhasnotbeencreatedyet.Inthesesituations,advanceddataparsingandcarving
areneededtoextractmeaningfulcontentfromthedataextractedfromthedevice.

Moreover, to deal with the forensic challenges posed by IoT-connected devices, cloud
cybersecuritywillneed tobe reviewedsinceeach IoTdeviceproducesdata that is stored in the
cloud.CloudcybersecuritypoliciesmustbeblendedwithIoTinfrastructuresoastoprovidetimely
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responsesforsuspiciousactivities(Watson&Dehghantanha,2016).Theymustbereviewedinrelation
toevidenceidentification,dataintegrity,preservation,andaccessibility.CSPswillneedtoensurethe
integrityofthedigitalevidenceacquiredfromcloudcomputingcomponentsinordertofacilitatean
unbiasedinvestigationprocessinestablishingtherootcauseofthecyberattackinIoT.Therefore,as
theIoTparadigmisfurtherdeveloped,itbecomesnecessarytodevelopadaptiveprocesses,accredited
toolsanddynamicsolutionstailoredtotheIoTmodel.

3.3. Big Data Forensics
ToaddresstheissueoftheBFD,theresearchcommunityneedtodevelopnewtools(ortheadaptation
oftheexistingones),techniques,andalgorithms(suchasmachinelearningtechniques)thatcouldbe
utilisedintheuniquecontextofDFfortriageandanalysisofBFD(suchasdiskimagesandnetwork
trafficdumps).Currently,thereareonlyfewDFtoolsthatmakeuseofMLAsforthetriageand
analysisofforensicdata.Ontheotherhand,theexistingmachinelearningtoolsandlibrariesusedin
‘datascience’suchasMapReducearenotfitorcourt-approvedforuseinthecontextofDF.Thus,
suchtoolscanbeadaptedtothetaskofprocessingthebigdatasetsinDFwithaparallel,distributed
algorithmonacluster.Similarly,NeuralNetworkscanbeextendedtofacilitatethecomplexpatter
recognitioninvariousbranchesofDFsuchasCloudForensicsandNetworkForensics.Theresearch
communityshouldalsofocustheirattentionsonbuildinguponNaturalLanguageProcessing(NLP)
techniques,includingBayesianclassifiersandunsupervisedalgorithmsforauthorshipverification
orclassificationoflargebodiesofunstructuredtexts.

Theincreasinguseofartificialintelligence(AI)technologiesinsecurityapplications,including
forensics,hasmotivatedtherecentresearchparadigmofExplainableAI,includingapplicationsin
cybersecurity.Thisresearchparadigmfocussesondeveloping‘opaque’AIsystems,ensuringthat
usersofAIsystemsareabletofullyunderstandwhattheAIsystemisdoing(e.g.,classification,
decisionmaking,etc.),whichisbecomingincreasinglyimportantinareaswhereAIareusedincritical
processes.Forexample,medicalcare.Thesameimportantappliestodigitalforensics,andthereisa
greatneedtoensurethatAItechnologyisfullycommunicatedtotheuser.Thiswillensuretheuser
correctlyunderstandstheoutputanditsrelationshiptotheinvestigation,butmostimportant,allows
anyoneinvolvedinalegalprocesstounderstand,question,andgainanundisputedunderstanding
oftheoutcome.

Furthermore, to address the main challenges of BFD (i.e. the 3Vs: volume, variety and
velocity),incertaincircumstances,itmightbecomenecessarytoaltertheconventionalprinciples
andproceduresthat‘alldata’mustbeextractedina‘strict’forensically-soundmanner.Therefore,
techniquesrelatedtothemainphasesofDFprocess(i.e.Identification,Acquisition,andAnalysis)
mustbeadaptedtothecontextofbigdata.Forinstance,concerningtheAcquisitionPhase,proper
triageprocedures(determinedbythetypeofinvestigationathandandalsocaseintelligence)must
becarriedout(oftenatthecrimescene)whenconventional‘bit-by-bit’copyisnotpossibledueto
thesheervolumeofdata.Thisdenotesthatinvestigatorsshouldscan‘all’databutonlyextractthe
partsapplicabletotheinvestigation.Inthesescenarios,investigatorsmightneedtoaccessoriginal
sourceofevidence(Montasari&Hill,2019;Montasari,2016c).Ifthisisthecase,theymustbeable
tojustifyanddocumenttheiractionssoastoadheretothePrincipletwooftheACPOGuidelines,“In
circumstanceswhereapersonfindsitnecessarytoaccessoriginaldata,thatpersonmustbecompetent
todosoandbeabletogiveevidenceexplainingtherelevanceandtheimplicationsoftheiractions.”
(ACPO,2012).Oneofthewaysinwhichproperprioritisationortriagecanbeconductedisthrough
visualization,bothforlow-levelfilesystemanalysisandhigher-levelcontentanalysis.

3.4. encryption
OneofthemethodstoaddresstheencryptionissuesistoconductRAMForensic,whichenables
DFPstoacquirethecurrentstateofadigitaldeviceinamannerthatwouldnotbelikelyutilising
diskexaminationonitsown.ThismethodrequiresimagingtheRAMusingatoolsuchasBelkasoft



International Journal of Organizational and Collective Intelligence
Volume 10 • Issue 2 • April-June 2020

47

LiveRAMCapturerandthendrawoutabinarydecryptionkeyfromthatRAMimage.However,the
developmentofRAMForensictoolsismorechallengingthanthecreationofdisktools.Datastored
indisksispersistentandintendedtobereadbackinthefuture.However,datawrittentoRAMcan
onlybereadbytherunningprogram.Theauthorin(Garfinkel,2010)arguesthatasaresultthereis
lessdesire“forprogrammerstodocumentdatastructuresromoneversionofaprogramtoanother”.
Therefore,issuesassuchcancomplicatethetaskoftooldevelopers.Furthermore,manyofencryption
schemesareimplementedtoresistbrute-forceattacks.TherearecurrentlyseveralexploitsthatDFPs
canleveragetoovercomethisimplementation.Forinstance,DFPscandecryptaBitLockervolume
bydeterminingthecorrectMicrosoftAccountpassword.Thiscanbeachievedbyrecoveringthe
matchingescrowkeydirectlyfromMicrosoftAccount.Therearevarioustoolsandmethods, the
discussionofwhichisoutsidethescopeofthispaper,forretrievingthepassword.Anothermethod
ofexploitistoimagetheRAMusingatoolsuchasBelkasoftLiveRAMCapturerandthendraw
outabinarydecryptionkeyfromthatRAMimage.

3.5. New Tools, Techniques and Standards
Bydefault,theexistingDFItoolsaredesignedtorunontheperpetrator’sdevice.However,thesetools
providerestrictedabilitytoexaminecomplexcyberspacesuchascloudsources.Therefore,manyof
theDFIstoolsareinappropriatetodiscoveranomaliesinanautomaticmanner(Caviglioneetal.,2017;
Garfinkel,2010).Asaresult,oneofthekeyproblemsthatneedtobeaddressedasfutureresearch
relatestothedevelopmentofnewtoolsandmethodstoexaminethevolumeofdataandprovide
potentialdigitalcluetotheDFPsforadditionalexamination.However,thedesignandimplementation
ofsuchtoolsandtechniquesareacomplextaskduetotheabsenceofstandardisationandcomputational
requirements.Similarly,DFPscantakeadvantageoftheelementofcloudcomputing,forexample,to
reducethemostchallengingprocessesofaDFI,suchaslogexamination,datareduction,indexingand
carving.Furthermore,analysingcomplexcyber-attacksnecessitatesaunitedandcollaborativeeffort
whenprocessinginformationorwhenutilisingoutsourcedstorageandcomputation.Forinstance,
thedevelopmentofstandardformatsandabstractionsrequireacollaborativeapproachtoaddressthe
challengesofidentificationandextractionofdigitalartefactsfromcommonanduncommonlocations
invarioustypesofdigitaldevices(Montasari&Peltola,2015)andtheirsubsequentcategorisation
andanalysis.Furthermore,toenhanceDFresearch,itisvitaltoimplementstandardsforcasedata,
data abstractions, and “composable models” for DF processing. There are five broadly utilised
abstractionsincluding:diskimages,packetcapturefiles,files,filesignaturesandExtractedNamed
Entities.Duetotheabsenceofstandardiseddataabstractionsanddataformats,researchersareoften
madetoimplementmorepartsofasystempriortobeingabletocreateinitialresults.Asaresult,this
hinderstheirprogress.Therefore,newabstractionsareneededtobedevelopedinordertorepresent
andcomputewithlargeamountofdata(Garfinkel,2010).

3.6. Digital Forensics as a Service
DigitalForensicsasaService(DFaaS)isanextensionof thetraditionalDFprocess.DFaaScan
beusedtoreducethebacklogofDFcases.DFaaSsolutioncanaddressissuessuchasthestorage,
automation,investigators’queriesinthecasesinwhichtheyareresponsible.Furthermore,itfacilitates
efficient resourcemanagement,allowsDFPsdetectives toquerydatadirectlyandenableseasier
teamworkamongstDFPs.AlthoughDFaaSalreadyprovidesmultiplebenefits,therearestillmany
enhancementsthatcanbemadetotheexistingmodelinordertoacceleratetheexistingprocess.For
instance,suchimprovementscanbemadeinrelationtoDFaaS’functionalityindexingcapabilitiesand
identificationofincriminatingevidenceduringtheCollectionPhaseinaDFIP.However,itshouldbe
notedthatDFaaSisnotdevoidofdrawbacks,oneofwhichpertainstolatencyconcerningtheonline
platform.Furthermore,DFaaSreliesontheuploadbandwidthavailableduringthephysicalstorage
ofdataacquiredthroughtheCollectionPhaseinaDFIP(Lillisetal.,2016).
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3.7. Distributed, HPC and Parallel Processing
AlthoughtheresearchcommunityhaveinvestigatedDistributedDigitalForensics(Roussev&Richard,
2004),thereismorescopeforresearchinthisarea.TheprocessingspeedofexistingDFtoolsis
insufficientfortheaveragecase.Thisisduetothefactthatusershavenotbeenabletodefineclear
performancerequirementsandthatdevelopershavenotprioritisedperformanceinaccordancewith
reliabilityandaccuracy.Therefore,newmethodsareneededtobedevelopedtoenabledatacollection
insuchawaythatfacilitiesfile-centricprocessingwithoutdisruptingoptimaldatathroughputfromthe
rawdevice(Montasari&Hill,2019;Lillisetal.,2016).Furthermore,thebenefitsofHigh-Performance
Computing(HPC)shouldbeconsideredtodecreasecomputationtimeandthetimeneededbythe
users.HPCmethods,whichleverageadegreeofparallelism,havenotbeenadequatelyinvestigated
byresearchersinthefieldofDF.HPCmethodsandhardwarecouldbeusedforvariouspurposes
suchasacceleratingeachphaseinaDigitalForensicInvestigationProcessfollowingtheCollection
Stage,i.e.,Storage,Examination,EvenReconstruction,andPresentationandReportingetc.

4. CONCLUSION

The field of DF is facing various challenges that are often difficult to overcome. As the new
technologiesareconstantlybeingdeveloped,LEAsarepresentedwithnumerouschallengesthatcan
haveconsiderablesocioeconomicimpactonbothglobalenterprisesandindividuals(Montasari&Hill,
2019;Caviglioneetal.,2017;Jang-Jaccard&Nepal,2014).Evidentialdataisnolongerrestricted
toasinglehostbutinsteaddistributedbetweendifferentorvirtuallocations.Furthermore,therapid
growth of Information and communication technologies (ICTs), as demonstrated in the Internet
ofThings(IoT),createsubstantialcomputabledatathatposessignificantchallengesandsecurity
risks.Furthermore,duetotheheterogeneousnatureoftheIoTdevices,thewaysinwhichdatais
distributed,aggregated,andprocessedpresentschallengestodigitalforensicsinvestigations.Thus,
inordertoaddressthemanychallengesfacingDFbutalsototakeadvantageoftheopportunitiesit
ispresenting,theresearchcommunitywillneedtoreassessDFby,forinstance,reconsideringthe
establishedprinciplesandrestructuringrecognisedworkflows.

Newmethodsofdatareduction(forinstancebasedonMachineLearningtechniques)mustbe
developedinordertoreducethelargevolumesofBDFDwhileatthesametimepreservingevidentiary
datainnativesourcefileformats.Forexample,newtechniquescanbedevelopedtofacilitatethe
storageofdata subsets in standardDF logicalcontainers thatcanbeprocessedandanalysedby
variousDFtools.Thenewtechniquesshouldalsobeabletofacilitatethemountingofdatasubsets
aslogicaldrivesforprocessingandanalysisagaininvariousDFtools.Theimplementationofsuch
methodscan,subsequently,pavethewayforcollationandmergingofvarieddataacquiredfroma
widevarietyofIoTdevicesforthepurposesofprocessingandanalysingBDFDinatimelymanner.
Furthermore,LEAsandtheresearchcommunitywillneedtoadoptamoretargetedapproachtothe
IoTforensicinvestigationsofdigitalevidenceandamoreefficientuseofforensiclaboratories.DF
specialistsneedtoundergoconstanttrainingandresourceconstraintsshouldbemitigatedbyproviding
additionalbudgetstoLEAs.TheLEAswillalsoneedtohavetheirownbespoke,well-resourcedDF
unitswithteamsoffull-timeDFPs,eachofwhichshouldhaveup-to-datetrainingandlicencesto
useseveraldifferentanalyticaltools.Newtechniquesarerequiredtoovercomethesechallengesand
leveragethearchitecturesandprocessesemployedinIoTinordertogainaccesstothisrichsource
ofpotentialevidence.

Last,butnotleast,worldwidecollaborationamongLEAs,academicinstitutionsandcorporates
must be prioritised. Without a clear plan to facilitate research efforts that extend one another,
forensicresearchwilllagbehind,toolswillbecomeoutdated,andlawenforcements’productswillbe
incapableofrelyingontheresultsofDFanalysis(Montasari&Hill,2019;Garfinkel,2010).Thus,
theaforementionedentitieswillneedtoconvergeregularlytodiscussthefutureofthediscipline
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andworkouthowtoaddressthechallengingaspectsofthefield.Likewise,moreskills,toolsand
timearerequiredtoreconstructdigitalevidenceinaforensicallysoundmanner.Webelievethatthe
futureresearchdirectionsoutlinedinthispapercanhaveapositiveimpactonfurtherresearchinthe
fieldofDF.
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